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Pay by card 
securely online

++Test++ 
your knowledge!



Only buy from trusted online retailers. 
The “Trusted Shops” certificate helps consumers identify these.

When receiving payment requests, always check the sender and 
the amount.

Bank and card issuers will never ask you for your card details 
via email, so never give out this information.

Always check your card statements and report suspicious 
transactions straight away.

Never pass on confirmation codes to third parties.

Make sure you are on secure websites. You can recognise this by 
the abbreviation "https” in the web address.

Protect your computer with anti-virus programs and keep your 
web browser and operating system up-to-date.

Report any claims to the police.

****

https://

Paying by card when buying goods over the Internet is becoming more and 
more popular. But this is also attracting the attention of fraudsters. Make 
sure to follow these most important do’s and don’ts when shopping online.

 — Set your card limit only as high as is necessary. 
 — Always keep your card in a safe place. 
 — Memorize your PIN code. 
 — Always keep your identification details such as passwords, PIN or 

signature separately from your card.

How can I securely pay 
by card online? What else can I do?

What you should know: Always remember to:

Ask your bank or card issuer about your card’s security features (e.g. 
deactivating contactless payments or online shopping). Where possible, only 
activate the features that you use every day, as this offers additional 
protection against card fraud.


